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INTRODUCTION TO INTERNET:

The Internet is a worldwide system of interconnected computer networks. The 
computers and computer networks exchange information using TCP/IP 
(Transmission Control Protocol/Internet Protocol) to communicate with each other. 
The computers are connected via the telecommunications networks, and the 
Internet can be used for e-mailing, transferring files and accessing information on 
the World Wide Web.

The World Wide Web is a system of Internet servers that use HTTP (Hypertext 
Transfer Protocol) to transfer documents formatted in HTML (Hypertext Mark-up 
Language). These are viewed by using software for web browsers such as Netscape 
and Internet Explorer. Hypertext enables a document to be connected to other 
documents on the web through hyperlinks. It is possible to move from one 
document to another by using hyperlinked text found within web pages.

The Internet is the global system of interconnected computer networks that use 
the Internet protocol suite (TCP/IP) to link devices worldwide. It is a network of 
networks that consists of private, public, academic, business, and government 
networks of local to global scope, linked by a broad array of electronic, wireless, 
and optical networking technologies. The Internet carries an extensive range of 
information resources and services, such as the inter-linked hypertext documents 
and applications of the World Wide Web (WWW), electronic mail, telephony, and 
peer-to-peer networks for file sharing.

COMPUTER NETWORK:

A computer network is a group of computer systems and other computing 
hardware devices that are linked together through communication channels to 
facilitate communication and resource-sharing among a wide range of users. 
Networks are commonly categorized based on their characteristics.
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A computer network is a system in which multiple computers are connected to 
each other to share information and resources.

Characteristics of a computer network

∑ Share Resources from one computer to another
∑ Create files and store them in one computer, access those files from the other 

computer(s) connected over the network
∑ Connect a printer, scanner, or a fax machine to one computer within the 

network and let other computers of the network use the machines available 
over network.

Following is the list of hardware's required to setup a computer network.

∑ Network Cables
∑ Distributors
∑ Routers
∑ Internal Network Cards
∑ External Network Cards

Internet:

It is a worldwide system which has the following characteristics:

∑ Internet is a world-wide / global system of interconnected computer 
networks.

∑ Internet uses the standard Internet Protocol (TCP/IP)
∑ Every computer in internet is identified by a unique IP address.



∑ IP Address is a unique set of numbers (such as 110.22.33.114) which 
identifies a computer’s location.

∑ A special computer DNS (Domain Name Server) is used to give name to the 
IP Address so that user can locate a computer by a name.

WWW:

The World Wide Web (abbreviated WWW or the Web) is an information
space where documents and other web resources are identified by Uniform 
Resource Locators (URLs), interlinked by hypertext links, and can be 
accessed via the Internet. English scientist Tim Berners-Lee invented the 
World Wide Web in 1989.

Web page:

A web page or webpage is a document commonly written in Hyper Text Markup 
Language (HTML) that is accessible through the Internet or other network using an 
Internet browser. A web page is accessed by entering a URL address and may 
contain text, graphics, and hyperlinks to other web pages and files. The page you 
are reading now is an example of a web page.

How to open a web page

To view a web page requires a browser (e.g. Internet Explorer, Edge, Safari, 
Firefox, or Chrome). For example, you are reading this web page using a browser. 
Once in a browser, you can open a web page by entering the URL in the address 
bar. For example, typing "http://www.computer.com/esd.htm" opens the Computer 
ESD page. If you don't know the URL of the website you want to visit, you can use 
a search engine to find the web page or use the search on the website containing 
the web page.

What is the difference between a website and web page?

A website refers to a central location that contains more than one web page. For 
example, Computer Hope is considered a website, which includes thousands of 
different web pages, including this web page you are reading now.
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In the above example, of a URL, the web page is "url.htm" and is always the last 
part of the URL. For URL's that do not have an ending of .htm, .html, .php, .cgi, 
.pl, or other file extension, the server is loading the default index.htm web page in 
that directory. For example, on our contact page URL there is no web page. In this 
case, the default index file loads from the contact/ directory.

What are the elements of a web page?

1. The website, blog name, logo, or company name is almost always in the top-
left corner of each web page. It's also a good idea to include a slogan or a brief 
statement about the page to give new visitors an instant understanding of the 
site. Also, this section of the web page is usually a link that can link you back 
to the homepage.

2. The search allows a visitor to quick search a website for other related 
information and should be available on every page.

3. The navigation bar or menu for a web page is typically always found on the 
top or left-hand side of each web page and should include links to each of the 
major sections of the website.

4. Advertisement banners can be shown in different places on a web page and 
are used to help pay for the expenses of running a website and company. 
Typically ad banners will be found at the top, left, right, or bottom of a page 
and may also be included within the content.

5. Social share links allow visitors to share your site with other co-workers, 
friends, and family on social networking sites.

6. The breadcrumbs help give the visitor an immediate understanding of where 
they are on the website as well as a way to backtrack to other main sections of 
the website.

7. The heading should be included on the top of every web page and should be 
created using the <h1> HTML tag.

8. The opening paragraph is one of the most important paragraphs on the web 
page and should help draw the visitor into reading the web page. One way to 
help draw the visitors eyes is to include a hero image near the opening 
paragraph.

9. Each web page should be broken up into other headings that allow the visitor 
to easily skim and find what is most interesting on the page. When creating a 
web page these can be done using the <h2> to <h6> HTML tags.

10.Having a method of allowing a visitor to provide feedback is also a 
requirement for most web pages. Giving the visitor links or buttons to click 
for feedback is a good step to let you know if a web page is helpful or not.
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11.Additional information and tools such as a button to print the page can also be 
helpful for users on most web pages.

12.The footer should include any other information that is important to the 
company or website and should be included on all web pages to help the 
visitor continue to other web pages.

13.The copyright and any legal or privacy notice should also be on all web pages. 
Not only can this link to relevant legal information it is an indication for most 
visitors that they have reached the end of the web page.

14.Finally, a back to the top button or link at the bottom of the footer can also be 
helpful for visitors to quickly get back to the top of the web page to access any 
of the menu links or other tools found at the top of the page.

15.A website is a collection of related web pages, including multimedia content, 
typically identified with a common domain name, and published on at least 
one web server. A website may be accessible via a public Internet Protocol
(IP) network, such as the Internet, or a private local area network (LAN), by 
referencing a uniform resource locator (URL) that identifies the site.

WEBSITES:

Websites have many functions and can be used in various fashions; a 
website can be a personal website, a commercial website for a company, a 
government website or a non-profit organization website. Websites can be 
the work of an individual, a business or other organization, and are typically 
dedicated to a particular topic or purpose, ranging from entertainment and 
social networking to providing news and education. All publicly accessible 
websites collectively constitute the World Wide Web, while private 
websites, such as a company's website for its employees, are typically a part 
of an intranet.

Static website:

A static website is one that has web pages stored on the server in the format 
that is sent to a client web browser. It is primarily coded in Hypertext Markup 
Language (HTML); Cascading Style Sheets (CSS) are used to control appearance 
beyond basic HTML. Images are commonly used to effect the desired appearance 
and as part of the main content. Audio or video might also be considered "static" 
content if it plays automatically or is generally non-interactive. This type of 
website usually displays the same information to all visitors.
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Dynamic website

A dynamic website is one that changes or customizes itself frequently and 
automatically. Server-side dynamic pages are generated "on the fly" by computer 
code that produces the HTML (CSS are responsible for appearance and thus, are 
static files). There are a wide range of software systems, such as CGI, Java Servlets
and Java Server Pages (JSP), Active Server Pages and ColdFusion (CFML) that are 
available to generate dynamic web systems and dynamic sites. Various web 
application frameworks and web template systems are available for general-use 
programming languages like Perl, PHP, Python and Ruby to make it faster and 
easier to create complex dynamic websites.

Web search engine:
A web search engine is a software system that is designed to search for 

information on the World Wide Web. The search results are generally presented in 
a line of results often referred to as search engine results pages (SERPs). The 
information may be a mix of web pages, images, and other types of files. Some 
search engines also mine data available in databases or open directories. Unlike 
web directories, which are maintained only by human editors, search engines also 
maintain real-time information by running an algorithm on a web crawler.

Data Communication:

When we communicate, we are sharing information. This sharing can be local or 
remote. between individuals, local communication usually occurs face to face, 
while remote communication takes place over distance. The term
Telecommunication, which includes Telephony, Telegraphy, and television, 
means communication at a distance.
The data refers to facts, concepts and instruction presented in whatever form is 
agreed upon by the parties creating and using the data. In the context of computer 
information system, data represented by binary information units produced and 
consumed in the form of 0s and 1s.

Data Communications is the transfer of data or information between a source and a 
receiver. The source transmits the data and the receiver receives it. The actual
generation of the information is not part of Data Communications nor is the 
resulting action of the information at the receiver. Data Communication is 
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interested in the transfer of data, the method of transfer and the preservation of the 
data during the transfer process. The purpose of Data Communications is to 
provide the rules and regulations that allow computers with different disk operating 
systems, languages, cabling and locations to share resources. The rules and 
regulations are called protocols and standards in Data Communications.

For data communication to occur, the communicating devices must be part of a 
communication system made up of a combination of hardware and software. The 
effectiveness of a data communication system depends on the three fundamental 
characteristics:
1. Delivery: The System must deliver data to the correct destination. Data must be 
received by the intended device or user and only by that device or user
2. Accuracy: The system must deliver data accurately. Data that have been altered 
in transmission and left uncorrected are rustles
3. Timeliness: The system must deliver data in a timely manner. Data delivered 
late are useless. In the case of video, audio, and voice data, timely delivery means 
delivering data as they are produced, in the same order that they are produced, and 
without significant delay. this kind of delivery id called real-time transmission.

Data transmission refers to the movement of data in form of bits between two or 
more digital devices. 

This transfer of data takes place via some form of transmission media (for 
example, coaxial cable, fiber optics etc.) 

Types of Data Transmission
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1. Parallel transmission

Defination: Within a computing or communication device, the distances between 
different subunits are too short. Thus, it is normal practice to transfer data between 
subunits using a separate wire to carry each bit of data. There are multiple wires 
connecting each sub-unit and data is exchanged using a parallel transfer mode. 
This mode of operation results in minimal delays in transferring each word. 

• In parallel transmission, all the bits of data are transmitted simultaneously on 
separate communication lines. 

• In order to transmit n bits, n wires or lines are used. Thus each bit has its own 
line. 

• All n bits of one group are transmitted with each clock pulse from one device to 
another i.e. multiple bits are sent with each clock pulse. 

• Parallel transmission is used for short distance communication. 

• As shown in the fig, eight separate wires are used to transmit 8 bit data from 
sender to receiver. 

Advantage of parallel transmission

It is speedy way of transmitting data as multiple bits are transmitted 
simultaneously with a single clock pulse. 
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Disadvantage of parallel transmission

It is costly method of data transmission as it requires n lines to transmit n bits at 
the same time. 

2. Serial Transmission

Definition: When transferring data between two physically separate devices, 
especially if the separation is more than a few kilometers, for reasons of cost, it is 
more economical to use a single pair of lines. Data is transmitted as a single bit at a 
time using a fixed time interval for each bit. This mode of transmission is known 
as bit-serial transmission. 

• In serial transmission, the various bits of data are transmitted serially one after the 
other. 

• It requires only one communication line rather than n lines to transmit data from 
sender to receiver. 

• Thus all the bits of data are transmitted on single line in serial fashion. 

• In serial transmission, only single bit is sent with each clock pulse. 

• As shown in fig., suppose an 8-bit data 11001010 is to be sent from source to 
destination. Then least significant bit (LSB) i,e. 0 will be transmitted first followed 
by other bits. The most significant bit (MSB) i.e. 1 will be transmitted in the end 
via single communication line. 

• The internal circuitry of computer transmits data in parallel fashion. So in order 
to change this parallel data into serial data, conversion devices are used. 

• These conversion devices convert the parallel data into serial data at the sender 
side so that it can be transmitted over single line. 

Advantage of Serial transmission

Use of single communication line reduces the transmission line cost by the factor 
of n as compared to parallel transmission. 



Disadvantages of Serial transmission

1. Use of conversion devices at source and destination end may lead to increase in 
overall transmission cost. 

2. This method is slower as compared to parallel transmission as bits are 
transmitted serially one after the other. 

DATA TRANSMISSION MODES:

1.Half-duplex:

A simple illustration of a half-duplex communication system

A half-duplex (HDX) system provides communication in both directions, but only 
one direction at a time (not simultaneously). Typically, once a party begins 
receiving a signal, it must wait for the transmitter to stop transmitting, before 
replying.

An example of a half-duplex system is a two-party system such as a walkie-talkie, 
wherein one must use "over" or another previously designated keyword to indicate 
the end of transmission, and ensure that only one party transmits at a time, because 
both parties transmit and receive on the same frequency. A good analogy for a 
half-duplex system would be a one-lane road with traffic controllers at each end, 
such as a two-lane bridge under re-construction. Traffic can flow in both 
directions, but only one direction at a time, regulated by the traffic controllers.

Half-duplex systems are usually used to conserve bandwidth, since only a single 
communication channel is needed, which is shared alternately between the two 
directions. For example, a walkie-talkie requires only a single frequency for 
bidirectional communication, while a cell phone, which is a full-duplex device, 

https://en.wikipedia.org/wiki/Walkie-talkie
https://en.wikipedia.org/wiki/Bandwidth_%28signal_processing%29
https://en.wikipedia.org/wiki/Communication_channel
https://en.wikipedia.org/wiki/Frequency
https://en.wikipedia.org/wiki/Cell_phone
https://en.wikipedia.org/wiki/File:HalfDuplex.JPG


requires two frequencies to carry the two simultaneous voice channels, one in each 
direction.

2.Full-duplex

A simple illustration of a full-duplex communication system. Full-duplex is not 
common in handheld radios as shown here due to the cost and complexity of 
common duplexing methods, but is used in telephones, cellphones and cordless 
phones.

A full-duplex (FDX) system, or sometimes called double-duplex, allows 
communication in both directions, and, unlike half-duplex, allows this to happen 
simultaneously. Land-line telephone networks are full-duplex, since they allow 
both callers to speak and be heard at the same time, with the transition from four to 
two wires being achieved by a hybrid coil in a telephone hybrid. Modern cell 
phones are also full-duplex.

A good analogy for a full-duplex system is a two-lane road with one lane for each 
direction. Moreover, in most full-duplex mode systems carrying computer data, 
transmitted data does not appear to be sent until it has been received and an 
acknowledgment is sent back by the other party; that way, such systems implement 
reliable transmission methods.

Two-way radios can be designed as full-duplex systems, transmitting on one 
frequency and receiving on another; this is also called frequency-division duplex. 
Frequency-division duplex systems can extend their range by using sets of simple 
repeater stations because the communications transmitted on any single frequency 
always travel in the same direction.

Full-duplex Ethernet connections work by making simultaneous use of two 
physical twisted pairs inside the same jacket, which are directly connected to each 
networked device: one pair is for receiving packets, while the other pair is for 
sending packets. This effectively makes the cable itself a collision-free 
environment and doubles the maximum total transmission capacity supported by 
each Ethernet connection.
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Full-duplex has also several benefits over the use of half-duplex. First, there are no 
collisions so time is not wasted by having to retransmit frames. Second, full 
transmission capacity is available in both directions because the send and receive 
functions are separate. Third, since there is only one transmitter on each twisted 
pair, stations (nodes) do not need to wait for others to complete their transmissions.

MODEM:

A modem (modulator-demodulator) is a network hardware device that 
modulates one or more carrier wave signals to encode digital information for 
transmission and demodulates signals to decode the transmitted information. The 
goal is to produce a signal that can be transmitted easily and decoded to reproduce 
the original digital data. Modems can be used with any means of transmitting 
analog signals, from light emitting diodes to radio.

A common type of modem is one that turns the digital data of a computer into 
modulated electrical signal for transmission over telephone lines and demodulated 
by another modem at the receiver side to recover the digital data.

Modems are generally classified by the amount of data they can send in a given 
unit of time, usually expressed in bits per second (symbol bit/s, sometimes 
abbreviated "bps"), or bytes per second (symbol B/s). Modems can also be 
classified by their symbol rate, measured in baud. The baud unit denotes symbols 
per second, or the number of times per second the modem sends a new signal

Modem is abbreviation for Modulator – Demodulator. Modems are used for 
data transfer from one computer network to another computer network through 
telephone lines. The computer network works in digital mode, while analog 
technology is used for carrying massages across phone lines.

Modulator converts information from digital mode to analog mode at the 
transmitting end and demodulator converts the same from analog to digital at 
receiving end. The process of converting analog signals of one computer 
network into digital signals of another computer network so they can be processed 
by a receiving computer is referred to as digitizing.

When an analog facility is used for data communication between two digital 
devices called Data Terminal Equipment (DTE), modems are used at each end. 
DTE can be a terminal or a computer. 
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The modem at the transmitting end converts the digital signal generated by DTE 
into an analog signal by modulating a carrier. This modem at the receiving end 
demodulates the carrier and hand over the demodulated digital signal to the DTE. 

The transmission medium between the two modems can be dedicated circuit or a 
switched telephone circuit. If a switched telephone circuit is used, then the 
modems are connected to the local telephone exchanges. Whenever data 
transmission is required connection between the modems is established through 
telephone exchanges.

Client–server model:

The client–server model is a distributed application structure that partitions tasks 
or workloads between the providers of a resource or service, called servers, and 
service requesters, called clients. Often clients and servers communicate over a 
computer network on separate hardware, but both client and server may reside in 
the same system. A server host runs one or more server programs which share their 
resources with clients. A client does not share any of its resources, but requests a 
server's content or service function. Clients therefore initiate communication 
sessions with servers which await incoming requests. Examples of computer 
applications that use the client–server model are Email, network printing, and the 
World Wide Web.

The client-server characteristic describes the relationship of cooperating programs 
in an application. The server component provides a function or service to one or 
many clients, which initiate requests for such services.
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Client/server is a program relationship in which one program (the client) requests a 
service or resource from another program (the server).

Although the client/server model can be used by programs within a single 
computer, it is a more important concept for networking. In this case, the client 
establishes a connection to the server over a local area network (LAN) or wide-
area network (WAN), such as the Internet. Once the server has fulfilled the client's 
request, the connection is terminated. Your Web browser is a client program that 
has requested a service from a server; in fact, the service and resource the server 
provided is the delivery of this Web page.

INTRODUCTION TO OSI model:

The Open Systems Interconnection model (OSI model) is a conceptual model
that characterizes and standardizes the communication functions of a 
telecommunication or computing system without regard to their underlying internal 
structure and technology. Its goal is the interoperability of diverse communication 
systems with standard protocols. The model partitions a communication system 
into abstraction layers. The original version of the model defined seven layers.

A layer serves the layer above it and is served by the layer below it. For example, a 
layer that provides error-free communications across a network provides the path 
needed by applications above it, while it calls the next lower layer to send and 
receive packets that comprise the contents of that path. Two instances at the same 
layer are visualized as connected by a horizontal connection in that layer.

Description of OSI layers

Layer 1: Physical Layer

The physical layer defines the electrical and physical specifications of the data 
connection. It defines the relationship between a device and a physical 
transmission medium (e.g., a copper or fiber optical cable, radio frequency). This 
includes the layout of pins, voltages, line impedance, cable specifications, signal 
timing and similar characteristics for connected devices and frequency (5 GHz or 
2.4 GHz etc.) for wireless devices. It is responsible for transmission and reception 
of unstructured raw data in a physical medium. It may define transmission mode as 
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simplex, half duplex, and full duplex. It defines the network topology as bus, mesh, 
or ring being some of the most common.

The physical layer of Parallel SCSI operates in this layer, as do the physical layers 
of Ethernet and other local-area networks, such as token ring, FDDI, ITU-T G.hn, 
and IEEE 802.11 (Wi-Fi), as well as personal area networks such as Bluetooth and 
IEEE 802.15.4.

Layer 2: Data Link Layer

The data link layer provides node-to-node data transfer—a link between two
directly connected nodes. It detects and possibly corrects errors that may occur in 
the physical layer. It, among other things, defines the protocol to establish and 
terminate a connection between two physically connected devices. It also defines 
the protocol for flow control between them.

IEEE 802 divides the data link layer into two sublayers:

∑ Media Access Control (MAC) layer - responsible for controlling how 
devices in a network gain access to medium and permission to transmit it.

∑ Logical Link Control (LLC) layer - responsible for identifying Network 
layer protocols and then encapsulating them and controls error checking and 
frame synchronization.

Layer 3: Network Layer

The network layer provides the functional and procedural means of transferring 
variable length data sequences (called datagrams) from one node to another 
connected to the same "network". A network is a medium to which many nodes 
can be connected, on which every node has an address and which permits nodes 
connected to it to transfer messages to other nodes connected to it by merely 
providing the content of a message and the address of the destination node and 
letting the network find the way to deliver the message to the destination node, 
possibly routing it through intermediate nodes. If the message is too large to be 
transmitted from one node to another on the data link layer between those nodes, 
the network may implement message delivery by splitting the message into several 
fragments at one node, sending the fragments independently, and reassembling the 
fragments at another node. It may, but need not, report delivery errors.
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Message delivery at the network layer is not necessarily guaranteed to be reliable; 
a network layer protocol may provide reliable message delivery, but it need not do 
so.

A number of layer-management protocols, a function defined in the management 
annex, ISO 7498/4, belong to the network layer. These include routing protocols, 
multicast group management, network-layer information and error, and network-
layer address assignment. It is the function of the payload that makes these belong 
to the network layer, not the protocol that carries them

Layer 4: Transport Layer

The transport layer provides the functional and procedural means of transferring 
variable-length data sequences from a source to a destination host via one or more 
networks, while maintaining the quality of service functions.

An example of a transport-layer protocol in the standard Internet stack is 
Transmission Control Protocol (TCP), usually built on top of the Internet Protocol
(IP).

The transport layer controls the reliability of a given link through flow control, 
segmentation/desegmentation, and error control. Some protocols are state- and 
connection-oriented. This means that the transport layer can keep track of the 
segments and retransmit those that fail. The transport layer also provides the 
acknowledgement of the successful data transmission and sends the next data if no 
errors occurred. The transport layer creates packets out of the message received 
from the application layer. Packetizing is a process of dividing the long message 
into smaller messages.

Layer 5: Session Layer

The session layer controls the dialogues (connections) between computers. It 
establishes, manages and terminates the connections between the local and remote 
application. It provides for full-duplex, half-duplex, or simplex operation, and 
establishes check pointing, adjournment, termination, and restart procedures. The 
OSI model made this layer responsible for graceful close of sessions, which is a 
property of the Transmission Control Protocol, and also for session check pointing 
and recovery, which is not usually used in the Internet Protocol Suite. The session 
layer is commonly implemented explicitly in application environments that use 
remote procedure calls.
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Layer 6: Presentation Layer

The presentation layer establishes context between application-layer entities, in 
which the application-layer entities may use different syntax and semantics if the 
presentation service provides a mapping between them. If a mapping is available, 
presentation service data units are encapsulated into session protocol data units, 
and passed down the protocol stack.

This layer provides independence from data representation (e.g., encryption) by 
translating between application and network formats. The presentation layer 
transforms data into the form that the application accepts. This layer formats and 
encrypts data to be sent across a network. It is sometimes called the syntax layer

Layer 7: Application Layer

The application layer is the OSI layer closest to the end user, which means both the 
OSI application layer and the user interact directly with the software application. 
This layer interacts with software applications that implement a communicating 
component. Such application programs fall outside the scope of the OSI model. 
Application-layer functions typically include identifying communication partners, 
determining resource availability, and synchronizing communication. When 
identifying communication partners, the application layer determines the identity 
and availability of communication partners for an application with data to transmit. 
When determining resource availability, the application layer must decide whether 
sufficient network resources for the requested communication are available.

The TCP/IP Reference Model:

TCP/IP means Transmission Control Protocol and Internet Protocol. It is the 
network model used in the current Internet architecture as well. Protocols are set of 
rules which govern every possible communication over a network. These protocols 
describe the movement of data between the source and destination or the internet. 
These protocols offer simple naming and addressing schemes.
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Description of different TCP/IP protocols

Layer 1: Host-to-network Layer

1. Lowest layer of the all.
2. Protocol is used to connect to the host, so that the packets can be sent over it.
3. Varies from host to host and network to network.

Layer 2: Internet layer

1. Selection of a packet switching network which is based on a connectionless 
internetwork layer is called a internet layer.

2. It is the layer which holds the whole architecture together.
3. It helps the packet to travel independently to the destination.
4. Order in which packets are received is different from the way they are sent.
5. IP (Internet Protocol) is used in this layer.

Layer 3: Transport Layer

1. It decides if data transmission should be on parallel path or single path.
2. Functions such as multiplexing, segmenting or splitting on the data is done 

by transport layer. 
3. The applications can read and write to the transport layer. 
4. Transport layer adds header information to the data.
5. Transport layer breaks the message (data) into small units so that they are 

handled more efficiently by the network layer. 
6. Transport layer also arrange the packets to be sent, in sequence.

Layer 4: Application Layer

The TCP/IP specifications described a lot of applications that were at the top of the 
protocol stack. Some of them were TELNET, FTP, SMTP, DNS etc.

1. TELNET is a two-way communication protocol which allows connecting to 
a remote machine and run applications on it.

2. FTP(File Transfer Protocol) is a protocol, that allows File transfer amongst 
computer users connected over a network. It is reliable, simple and efficient.

3. SMTP(Simple Mail Transport Protocol) is a protocol, which is used to 
transport electronic mail between a source and destination, directed via a 
route.



4. DNS(Domain Name Server) resolves an IP address into a textual address for 
Hosts connected over a network.

Merits of TCP/IP model

1. It operated independently.
2. It is scalable.
3. Client/server architecture.
4. Supports a number of routing protocols.
5. Can be used to establish a connection between two computers.

Demerits of TCP/IP

1. In this, the transport layer does not guarantee delivery of packets.
2. The model cannot be used in any other application.
3. Replacing protocol is not easy.
4. It has not clearly separated its services, interfaces and protocols.

Cryptography

This covers the basics of the science of cryptography. It explains how 
programmers and network professionals can use cryptography to maintain the 
privacy of computer data. Starting with the origins of cryptography, it moves on to 
explain cryptosystems, various traditional and modern ciphers, public key 
encryption, data integration, message authentication, and digital signatures.


